Environments

Collection of owned environment

e Frontends
e Backends

e Database



Frontends

Environment

OSAS
agent.ondelivery.id

ONMARKET
onmarket.id

ONMARKET SELLER
seller.onmarket.id

SUNSHINE
sunshine.onindonesia
.id

ondelivery.id

onindonesia.id

Freelance marketing

Framework

Angular

Website

Current version

14

12

11

12

11
11

16

Latest version

17 (Active)

16 (LTS until 2024-
11-08)

15 (LTS until 2024-
05-18)

Notes

Dialogue modals are
not

working after
upgrading to version
15

Framework cannot
start after upgrading
to version 13

inactive



Backends

Environment

OSAS
api.ondelivery.id

OSAS Marketplace
mpapi.ondelivery.id

ONAPPS api
onapps-
api.onindonesia.id

onbooking
apisat.ondelivery.id

PCP Express updater

POS INDONESIA
status updater

POS INDONESIA
minor status updater

sociolla status
updater

SUNSHINE api
sunshineapi.onindone
sia.id

Userstate api
usapi.onindonesia.id

Status

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Production

Server

103.52.147.114

Port

4224

4250

3400

5000

4204

4205

4206

4207

3600

3300

Audit info

0 vulnerability

0 vulnerability

4 moderate
vulnerabilities

0 vulnerability

4 moderate
vulnerabilities

4 moderate
vulnerabilities

6 moderate
vulnerabilities
12 high
vulnerabilities

0 vulnerability

2 high vulnerabilities
2 critical
vulnerabilities

7 moderate
vulnerabilities

3 high vulnerabilities
3 critical
vulnerabilities



onpoint api
onpointapi.onindones
ia.id

onticket api
onticket-
api.onindonesia.id

ONMARKET api
api.onmarket.id

Environment

OSAS
stagingapi.ondelivery
.id

onbooking
stagingapisat.ondeliv
ery.id

SUNSHINE api
stagingsunshineapi.o
nindonesia.id

Userstate api
stagingusapi.onindon
esia.id

onticket api
stagingonticket-
api.onindonesia.id

ONMARKET api

stagingapi.onmarket.i
d

Environment

Inactive

Inactive

Active

Status

Active

Active

Active

Active

Inactive

Active

Status

3500

3630

103.84.192.98

Staging
Server

103.52.147.114

103.84.192.98

Demo

Server

3610

Port

4222

5002

3602

3302

3632

3612

Port

1 moderate
vulnerability

Audit info

0 vulnerability

0 vulnerability

2 high vulnerabilities
2 critical
vulnerabilities

7 moderate
vulnerabilities

3 high vulnerabilities
3 critical
vulnerabilities

1 moderate
vulnerability

Audit info



OSAS
demoapi.ondelivery.i
d

OSAS Marketplace
demompapi.ondeliver
y.id

onbooking
demoapisat.ondeliver
y.id

SUNSHINE api
demosunshineapi.oni
ndonesia.id

Userstate api
demousapi.onindones
ia.id

onpoint api
demoonpointapi.onin
donesia.id

ONMARKET api
demoapi.onmarket.id

Environment

Active 103.52.147.114

Active

Active

Active

Active

Inactive

Active 103.84.192.98

Test

Status Server

4220

4252

5001

3601

3301

3502

3611

Port

0 vulnerability

0 vulnerability

0 vulnerability

2 high vulnerabilities
2 critical
vulnerabilities

7 moderate
vulnerabilities

3 high vulnerabilities
3 critical
vulnerabilities

1 moderate
vulnerability

Audit info



OSAS Active
testapi.ondelivery.id

OSAS Marketplace Active
testmpapi.ondelivery.
id

onpoint api Inactive
testonpointapi.onindo
nesia.id

ONMARKET api Active
testapi.onmarket.id

103.52.147.114

103.84.192.98

4221 0 vulnerability

4251 0 vulnerability

3502

3610 1 moderate
vulnerability



Database

No.

1st Server

103.52.147.114:5432

production
DB Total Schemas Total Tables
ondelivery-agent 4 83

Used by

api.ondelivery.id
stagingapi.ondelivery
.id
mpapi.ondelivery.id



1. eatsok

2. master_location

. courier_av

ailability_li
sts

. courier_de

tails

. image_list

S

. schedule_|

ists

. schedule_

members

. tracking_li

sts

. all_cluster

S

. all_locatio

ns

. location_ci

ties

. location_c

ountries

. locations_

provinces

. location_s

ub_district
s



3. price_lists

10.

11.

12.

13.

14.

15.

16.

. BDO _cove

rages

. BDO_onde

|_coverag
es

. CGK cove

rages

. CGK _cove

rages_clo
ne

. CGK Ic_co

verages

. CGK_onde

|_coverag
es

. CGK _pcp_

coverages

. JOG_cover

ages

. JOG_ondel

_coverage
S
MLG_cove
rages
MLG_onde
|_coverag
es
SRG_cove
rages
SRG_onde
|_coverag
es
SUB_cove
rages
SUB_onde
|_coverag
es
trucking_c
overages



4. public

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.
26.

27.

28.

29.

30.
31.

. access_m

enus

. action_log

S

. agent_cus

tomers

. agent_loc

ations

. all_locatio

n_revs

. all_locatio

ns

. all_service

S

. awb_book

S

. awb_lists
10.

awb_lists_
clone
awb_picku
ps
bagging_li
st_comple
tes
bagging_li
sts
bagging_
member ¢
ompletes
bagging_
members
courier_pa
rtners
coverage_
area_servi
ces
delivery s
cans
exclusion_
lists
handover_
pcp_scans
handover_
scans
image_list
S
indopaket
_data_stor
es
indopaket
_temps
info_lists
login_sess
ions
manifest_
pcp_lists
manifest_
pos_lists
packed_sc
ans
partners
pcp _cover



userstate 1 14 usapi.onindonesia.id

1. public 1. address_li

sts

2. api_keys

3. bank_acco
unts

4. bank_cha
nnels

5. counters

6. deactivate
_reasons

7. fcms

8. marketing
_offers

9. otp_tracke
rs

10. user_bala
nces

11. user_infos

12. uers_login

s
13. user_trans
actions
14. voucher_r
edemptio
n
sunshine 4 47 sunshine.onindonesia

.id



1. approval 1

2.cms

~

10.
11.

3. cta 1

. approval_

keys

. approval_

masters

. areas
. keyword_

approvals

. notificatio

n_approva
Is

. template j

sons

. ad_lists

ads

. blog_lists
. blogs

. career

. departme

nts

. dept_list
. drop_poin

ts

. training_vi

ews
trainings
vacancies

. agent_inq

uiries

. business_i

nquiries



4. public

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.
21.

22.
23.

24.
25.
26.
27.

28.

. access_m

enus

. agents
. asset_con

figuration
S

. asset_inve

ntories

. asset_pict

ures

. asset_trac

kings

. asset_ven

dors

. attendanc

es

. bank_info

s
center _loc
ations
company_
lists
emp_copy
s
employee
_shifts
employee
s
employem
ent_status
meeting_r
ooms
placemen
t_employe
es
positions
problem_t
ypes
roles
schedule_
rooms
shifts
ticket_co
mments
tickets
users
vendors
voucher_c
onfigs
vouchers



onticket 1 9 onticket-
api.onindonesia.id
onticket-
demoapi.onindonesia
.id
onticket-
stagingapi.onindonesi

1. public 1. booking_d a.id

etails

2. id_tracker
s

3. organizer_
details

4. ticket cat
egories

5. ticket_det
ails

6. ticket gue
st_details

7. ticket_pro
motion_lis
ts

8. ticket stat
istics

9. ticket_tier
s

ondelivery-user 1 3 onapps-
api.onindonesia.id

public 1. agent_reg
ister
2. user_way
bills
3. waybill_lot
tery
onagent 1 4
public 1. bank_info
s
2. customers
3. user_infos
4. user_login
s

on_mitra 1 3



public 1. driver_bal
ances
2. driver_inf
0s
3. driver_logi
ns

8. on_booking_log 2 14 apisat.ondelivery.id

1. master_location 1. all cluster

s

2. all_locatio
ns

3. location_ci
ties

4. location_c
ountries

5. location_p
rovinces

6. location_s
ub_district
s

2. public 1. agent_fcm
_tokens
2. bank_acco
unts

3. booking_o
napps

4. id_tracker
s

5. miss_pick
up_report
s

6. msg_repo
rts

7. package_i
nfos

8. payment_
receipts

demo

No. DB Total Schemas Total Tables Used by

1. demo_ondelivery use 1 3 demo-onapps-
r api.onindonesia.id



1. public 1. agent reg

ister

2. user_way
bills

3. waybill_lot
tery

2. demo_gigas 1 30 demo.gigas.id



1. public

u b~ W N

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.
22.

23.

24.

25.

26.

27.

28.
29.

30.

. address _li

sts

. billings

. carts

. categories
. discussion

S

. expedition

_methods

. expedition

_settings

. favourite_

product_li
sts

. followed s

tore_lists
id_tracker
s
invoice_re
cords
payout_re
cords
product_p
romotion_|
ists
product_s
napshoots
product st
atistics
product_v
ariants
product_v
oucher _lis
ts
products
promos
reputation
_ranges
reviews
shapshoot
_lists
store_fron
t_lists
store_fron
ts
store_ord
ers
store_visit
_statistics
stores
user_infos
voucher_r
edemptio
ns
vouchers



demo_on_booking_lo 2 14 demoapisat.ondeliver
g y.id

1. master_location 1. all cluster

s

2. all_locatio
ns

3. location_ci
ties

4. location_c
ountries

5. location_p
rovinces

6. location_s
ub_district
s

2. public 1. agent fcm
_tokens
2. bank_acco
unts

3. booking_ o
napps

4. id_tracker
s

5. miss_pick
up_report
s

6. msg_repo
rts

7. package_i
nfos

8. payment_
receipts

demo_sunshine 4 47 demosunshineapi.oni
ndonesia.id



1. approval 1

2.cms

~

10.
11.

3. cta 1

. approval_

keys

. approval_

masters

. areas
. keyword_

approvals

. notificatio

n_approva
Is

. template j

sons

. ad_lists

ads

. blog_lists
. blogs

. career

. departme

nts

. dept_list
. drop_poin

ts

. training_vi

ews
trainings
vacancies

. agent_inq

uiries

. business_i

nquiries



4. public

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.
21.

22.
23.

24.
25.
26.
27.

28.

. access_m

enus

. agents
. asset_con

figuration
S

. asset_inve

ntories

. asset_pict

ures

. asset_trac

kings

. asset_ven

dors

. attendanc

es

. bank_info

s
center _loc
ations
company_
lists
emp_copy
s
employee
_shifts
employee
s
employem
ent_status
meeting_r
ooms
placemen
t_employe
es
positions
problem_t
ypes
roles
schedule_
rooms
shifts
ticket_co
mments
tickets
users
vendors
voucher_c
onfigs
vouchers



demo_userstate 1 28 demousapi.onindones
ia.id



1. public

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.
21.

22.
23.

24.
25.
26.
27.

28.

. access_m

enus

. agents
. asset_con

figuration
S

. asset_inve

ntories

. asset_pict

ures

. asset_trac

kings

. asset_ven

dors

. attendanc

es

. bank_info

s
center _loc
ations
company_
lists
emp_copy
s
employee
_shifts
employee
s
employem
ent_status
meeting_r
ooms
placemen
t_employe
es
positions
problem_t
ypes
roles
schedule_
rooms
shifts
ticket_co
mments
tickets
users
vendors
voucher_c
onfigs
vouchers



ondelivery-agent-test

4

85

demoapi.ondelivery.i
d
testapi.ondelivery.id
testmpapi.ondelivery.
id
demompapi.ondeliver
y.id



1. public

10.
11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.
28.

29.

30.

. access_m

enus

. action_log

S

. agent_cus

tomers

. agent_loc

ations

. all_locatio

n_revs

. all_locatio

ns

. all_service

S

. alter_weig

ht_lists

. awb_book

s
awb_lists
awb_picku
ps
bagging_li
st_comple
tes
bagging_li
sts
bagging_
member ¢
ompletes
bagging_
members
balance_
mutations
billing_vip
_configs
courier_pa
rtners
coverage_
area_servi
ces
delivery_s
cans
exclusion_
lists
handover_
pcp_scans
handover_
scans
image_list
S
indopaket
_data_stor
es
indopaket
_temps
info_lists
login_sess
ions
manifest_
pcp_lists
manifest_
pos lists



2. eatsok

3. price_lists

10.

11.

12.

13.

14.

15.

16.

. courier_av

ailability_li
sts

. courier_de

tails

. image_list

S

. schedule_|

ists

. schedule_

members

. tracking_li

sts

. BDO_cove

rages

. BDO_onde

|_coverag
es

. CGK_cove

rages

. CGK cove

rages_clo
ne

. CGK_Ic_co

verages

. CGK_onde

|_coverag
es

. CGK pcp_

coverages

. JOG_cover

ages

. JOG_ondel

_coverage
S
MLG_cove
rages
MLG_onde
|_coverag
es
SRG_cove
rages
SRG_onde
|_coverag
es
SUB_cove
rages
SUB_onde
|_coverag
es
trucking_c
overages



4. master_location

No.

1. all_cluster
s

2. all_locatio
ns

3. location_ci
ties

4. location_c
ountries

5. location_p
rovinces

6. location_s
ub_district
s

2Nnd Server

103.84.192.98:54322

DB

onmarket

production

Total Schemas

1. admin

2. config_expedition

Total Tables

Used by

api.onmarket.id
adminapi.onmarket.i
d

. access_m

enus

. inactive_u

sers

. roles
. users

. coverage_

areas

. expedition
_lists

. expedition
_methods

. expedition
_settings

. services



3. master_location

4. pricelist

. all_cluster

S

. all_locatio

ns

. location_ci

ties

. location_c

ountries

. location_p

rovinces

. location_s

ub_district
s

. cargo_pric

es

. regular_pr

ices



5. public

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.
31.

32.

. address _li

sts

. balance_

mutations

. bank_info

S

. billings
. cancel_re

quests

. carts
. categories
. category_

trees

. discussion

S
expedition
_methods
expedition
_settings
favourite_
product_li
sts
followed_s
tore_lists
id_tracker
s
invoice_it
ems
invoice_p
ayments
invoice_re
cords
invoice_sh
ipping_inf
0s
invoice_xe
ndits
otp_tracke
rs
payout_re
cords
product p
romotion_|
ists
product_s
napshots
product_st
atistics
product_v
ariants
product_v
oucher_lis
ts
products
promos
reputation
_ranges
reviews
secret_ke
ys
shipping_
datas



No.

demo

DB Total Schemas
onmarket-test 5
1. admin

2. config_expedition

3. master_location

4. pricelist

Total Tables

60

4.

. access_m

enus

. inactive_u

sers

. roles
. users

. coverage_

areas

. expedition

_lists

. expedition

_methods
expedition
_settings

. services

. all_cluster

S

. all_locatio

ns

. location_ci

ties

. location_c

ountries

. location_p

rovinces

. location_s

ub_district
s

. cargo_pric

es

. regular_pr

ices

Used by

testapi.onmarket.id
testadminapi.onmark
et.id



5. public

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.
31.

32.

. address _li

sts

. balance_

mutations

. bank_info

S

. billings
. cancel_re

quests

. carts
. categories
. category_

trees

. discussion

S
expedition
_methods
expedition
_settings
favourite_
product_li
sts
followed_s
tore_lists
id_tracker
s
invoice_it
ems
invoice_p
ayments
invoice_re
cords
invoice_sh
ipping_inf
0s
invoice_xe
ndits
otp_tracke
rs
payout_re
cords
product p
romotion_|
ists
product_s
napshots
product_st
atistics
product_v
ariants
product_v
oucher_lis
ts
products
promos
reputation
_ranges
reviews
secret_ke
ys
shipping_
datas



